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Bitcoin has a "scaling" problem. One that's there by design.

Multiple ideas get float around since the Nakamoto era.

One in particular receives multiple iterations and variations: payment 
channels. Another layer that build upon the security model of the base layer.

The "problem"



- 2010: Became clear that scaling Bitcoin would have to come from another 
layer

- 2012: after 1st halving adoption surged. Reigniting scaling talks.
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A bit of history
- 2010: Became clear that scaling Bitcoin would have to come from another 

layer
- 2012: after 1st halving adoption surged. Reigniting scaling talks.
- 2013: TierNolan suggests contracts to allow cross chain swaps and 

channels
- 2014: proposals were divided between growing the base layer and 

building on second layers
- 2016: LN paper gets released with the internals of the protocol. Multiple 

implementations start to develop soon after.
- 2018: LN launches on mainnet (lnd, c-ln)



LN starts to get used.

Transaction pinning attack creates havoc in channel management 
leading to issues and potential loss of funds.

LN channels rely on time-sensitive penalty/justice transactions to 
enforce fairness. If one party broadcasts a cheating pre-signed state, the 
counterparty must respond quickly with a penalty transaction to claim funds.

The problem reshapes



Abusing transaction replacement rules to make the other party (in a multi 
party contract - LN for instance) pay excessive or prohibitively fees. This is 
especially dangerous when we use pre-signed transactions (justice tx).

Pinning can take many forms:
- CPFP: adding the max allow children before the other party
- RBF: abusing rule #3 that requires the replacement to pay MORE than the 

absolute total of the previous tx and its descendents

What exactly is pinning
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Anchor Outputs: tiny output on the pre-signed transaction that allows 
the user to CPFP directly the target transaction to prioritize it. Prev. known as 
simplified commitments. Provides a hook for:

CPFP Carve-Out: extra rule to allow the 26th transaction (in the cluster) 
as a special exception to size rules if it attaches directly to the target 
transaction (only 1 ancestor allowed) and pays minimum fees.

1st attempts (2018-19)



Anchor Outputs: works sub optimally for CPFP Carve-Out. Still needs 
package relay to be optimal.

CPFP Carve-Out: works okay but users still have to pay a big fee. Not as 
big to be economically infeasible but big.

Still failed to prevent prohibitively costs in times where the mempool was 
overloaded.

1st attempts (2018-19)



Relays depend on the malleable txid and that creates havoc on the relay 
of time sensitive LN transactions.

That gets solved with BIP339 using wtxid as the default in p2p messages.

Still no resolution to topological transaction evaluation as candidate for 
block mining.

Yet another problem (2020)



Yet another problem (2020)



Pull requests start to get reviewed and merged on bitcoin core to allow 
package relay.

This takes a long time as it affects multiple submodules of the system.

Package relay prep (2021)
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Package Relay (2022)
A feature proposal that is part of the BIP331 where it defines p2p 

messages and recommends how to handle unconfirmed transactions.
The proposal allows for the submission to of topologically cohesive 

packages of unconfirmed transactions to be processed as one instead of 
being evaluated individually.

As of now the BIP still not fully implemented as it cover many topics, 
including even changes outside of the protocol (mempool, unconfirmed tx 
handling, and so on).



TRUC / v3 (2024)
TRUC (Topologically Restricted Until Confirmation) or transaction 

version 3 are superset of rules for handling and relaying transactions that are 
topologically aware, meaning, the validation depends not on just one 
transaction alone.

This makes fee bumping more predictable and reliable, orphan 
transaction finding easier, and prevent undesired behavior in multi party 
contracts.

It is defined on BIP431 and builds upon the groundwork set by package 
relay and its BIP.



Today
Package relay is partially implemented with a focus on 1p1c (cluster size 

2). It solves the problem of atomic relay of clusters of transactions. There are 
missing p2p messages.

Malleable txids don't affect relays anymore.
TRUC is not fully adopted (opt-in) but accepted as standard. Still needs 

implementation of p2p negotiation, messages, etc.
Depends on the adoption of v3 and cluster mempools. To expand and 

complete implementation.



Takeaway
Bitcoin is much more capable, resilient and prepared for numerous 

attacks focusing on multi party contracts to allow better scalability.

At the same time there's still a lot of work to do.



We can't cover all the related work to understand the big picture of the 
anti-pinning work allowing Bitcoin L2s to work optimally, so here's all (non 
exhaustive) for further research:

- Pay to Anchor (P2A) / Ephemeral Anchors
- Test Package Accept (RPC)
- Fee Sponsorship (consensus)
- Mempool policies: sibling eviction, cluster mempool, 

Related work



- bitcoinops.org
- grokipedia.com
- bitcointalk.org

Sources

http://bitcoinops.org
http://grokipedia.com
http://bitcointalk.org


Learn more:

Obrigado.
Johnny Santos @johnnyasantos
johnnysantos@protonmail.com


